The below comic strips were created for educational purposes. They may be used for references
without license. The only ask is that you credit Cyberama and the website when using the comics.

The comics with conversation starters can also be found in the below link.

Https://www.instagram.com/cyberama_kidscybersafety




Short and sweet is never too neat
Don't let ‘em sneak, keep passwords unique
Life is simple if password are not
Lock before you walk, or regret a lot
Everyone needs a character, a password too
Who should know your password, only you!
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Private info is only yours to keep
Don’t share them online or let strangers peep

Password, address, birthdate, phone number,
Gender, ID and photo. Real name too, you wonder?

That can be public, but should strangers know? |
Talk to your trusted adult for rules to follow
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Little johnny wants to play online,
Goes for the fancy car in its glory and shine...

“SpeedRacerX” Invites him for a ‘private’ game!
Wants to see his pic and know his real name.

What should Johnny do?
Always ask a trusted adult when not sure!
While internet is great, boundaries are obscure!!



Dave has got the flu, and his computer malware
Both do the same, spread and cause harm, so beware
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A malware means malicious software
One you may not see, but floats in the ‘cloud’ of air

They can extract your data and sell them for profit
Or infect your computer so you can’t use it.




SpeedRacerX keeps crashing Johnny’s car
Typed “Go away, Johnny, you suck!” , creating a scar

“Stop being mean, behind the screen!”
Johnny yelled running to papa, face so green

CHAT MESSAGE:

“LOSER'"

Bullies can be anywhere, in the playground or online
Bullying isn’t fine; curb the urge to hurt back
and inform a trusted adult as you can




Cookies are fun and great to eat,
but those who track you online, not so sweet

They can create holes in your security
And let bad actors ruin your sanity
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So next time you accept a cookie or two
Ask how much you want your privacy exposed to




What is a virus? A type of malware
\ Hides in your computer, to cause harm and scare

/ / A piece of code that spreads like a cold
\ Gets attached to a file and travels mighty and bold.

May erase your files or steal them like a looter
Don’t click unknown links, safeguard your computer.




Got in without an entry pass, that might be a worm
To spread and infect computers, just like a germ.

Similar to a virus, but more dangerous
Spreads even without a click, getting monstrous.

Next time you see a pop-up asking you to click
Stop and think, instead of putting your security at risk.




A sneaky malware known as spyware
Spies on you with a mission or a dare

Stealing personal info and passing it to a bad actor
Who can damage and infect your computer

Tricks you to click and download a piece of code
To gain access to your computer and spy your adobe.
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Advertisement supporting software, called Adware
Tracks your activity, and sells your data for a fare

Adware can tell on you to advertisers
That pump you with ads as disguisers

Accept Cookies?
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Next time you see “FREE xxxxx, click here”
Don’t trust those messages as they appear
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Enters through a malware like a virus or spyware
Asks for your money, ouch that’s a ransomware

Locks you out of your computer,
until you pay a ransom

Threatens to destroy or sell your data
Making your family upset and worrisome
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The Internet has stuff that is good and bad
A firewall can protect you like your mom or dad

The wall of fire prevents bad actors from reaching you
By Blocking unwanted people from attacking you

T It’s important to keep your firewall up to date

To safeguard your computer before it’s too late
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Humans and animals talk via languages and signs
Computers do the same though 0s and 1s




Hansel and Gretel left a trail in the forest
For the mean witch who acted kind and modest

Why do we leave a digital trail to strangers
On the internet, filed with dangers?

How large is your digital trail? What does it reveal?
Will it leave you safe, or will it leave you vulnerable?
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Mirror mirror on the wall
Who’s on the other side of your computer,
someone naive or someone malicious and tall?

Observe you, tracks you, steals your info, and mimic you
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: Becoming your digital evil twin
\ \ Takes your money away from your bank account

Leaving you no way to retrieve any amount
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Email, pop-up, clone, and spear phishing
Smishing, vishing, pharming, whaling
Spoofing can come via a text, a call
A targeted email, sneaky without a brawl

Think before you click a link,
For it may not be what you think
Bad actors waiting to steal
Your money, passwords, and data with zeal
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Food, energy, finance, emergency , =

Water, health, defense, technology E%
Transport, government, public safety 7

Critical infrastructure needs heightened cybersecurity -
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Does your risk tolerance align with org. KPIs and
strategy
Will you be reactive with insurance, or proactive with

policy

C *  Are your IT and OT teams reaching to each other out?
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Ransomware-as-a-Service or RaaS
To target victims, operators, and affiliates amass
With a business model so robust
To steal, lock, and encrypt your asset

When attacked, will you pay the ransom?
Feeling the pressure to protect name, and fame
Or take a stance, and not pay
To prevent repeat attacks, and avoid the nasty game
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Facebook, Twitter, Snapchat, TikTok,
Tumblr, Pinterest, Reddit, WhatsApp,
LinkedIn, YouTube, WeChat, Instagram,
Signal, LINE, Viber, Telegram
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Hard to Shut out Social media
For FOMO, YOLO, and MOMO are real!
So are online scams- phising, like farming
Catfishing, ID theft- watch what you reveal!
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What’s trending? Influencer Marketing

Creating more content than consuming

Life Stories shared online- real or Fake?
Post, promote, share, subscribers partake

Technology has a dark side
Cyberbullying, depression, even suicide
Careful what you consume, good and bad,
Preserve your self-esteem, keep it iron clad.
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Nintendo, Xbox, Leapfrog, PlayStation
Online gaming is fun, Hard to resist temptation
Along with fun come challenges
Cyber Bullying, grooming, other damages

Malware, predators, ADHA, privacy issues
Addiction, low school grades, device misuse
What will you to keep your vulnerable child safe?

Forgive a mistake and educate, or retaliate?
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